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The entity that can be assigned to, and executed on, a processor
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Per-Thread State Per-Thread State
Thread Control Block Thread Control Block
(TCB) (TCB)

Shared state

Process
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Process Control Block
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Thread Control Block Thread Control Block
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o LInuXRZHLIMAHNTZEXpHIENZIE, MERBES —FHEEMTRMEtask struct
NEIEESM P, M P task structHEHZERF—"THLULZ=(EET, ENIRER—1THIZRIMH
T%i2, SLinuxXEREBRNBIEGEMWENX KZEEPTE/include/linux/sched. hFF
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task struct

task RS state

pid

task id . task_struct
tgid ‘
task struct «——  real_patent task_struct
child

P& FEN
silbling

group_leader

otk ==18) mm —_— 3 mm_struct
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YIHERFER fs BISSEELRERNY  S C

RIS files
. - 1 files_struct

ap = 8] NSpOrxy
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FEMEZ, TEMHESTH

o SolarisiRERGIEXDEIEMHIE: ZREEARNZS Akthread_tRIZIVITIR, ERAPESS4LE—
klwp_t ( Light-Weight Processes) HUzOR iAo —£FR, — 1B TEHIEMA— 1 #HIE, X
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Understanding EProcess Structure

EWindows NTUASHIWindows R, #HiZFE

Process Thread
EPROCESSHN &R, &EMAETHREADWNRER T, £— s _ Bk
EPROCESSX &, A&7 #IZNERIEXES, g e | TadlD
wx. EANE. 2. #Ad. 8. CIEEER. /05%F% FOGUARIsR0 /7 ActveRPC handie
St RHTRITIN S, 1 EPROCESSH&REPEIE—1ME Winsock data

L ETHREADZS AR BEZR . Virtual Address Descriptors

VAD VAD VAD

> WindowsH A 212 26F T B EPROCESSAH] iﬁ Object
= —— N Handle Table [~ S
ETHREAD XM AN RE| |ARXREFREERATI, ©
1212 7 Process Environment Block¥IThead Windows Prscoas Mk m
Environment Blockfi P& 2544 W A2 FE3ih(0]
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s —THEERETHREFEEIEN, —THEWMAIUEIESZ N HIE
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» FEIIRIERZGEHFZ O AR — N HFERT (Process Tree) , ERAHIET SismERCIZENFHIE

> linux FAIBA@1d ap L pstreefS 2l HRIFHIEN | \
R __— FBERP#HZENEST! BRERSRZINE

7 \
| init |
' pid = I
/ . j_ e \
login rsyslogd sshd
pid = 8415 pid = 4335 pid = 3028
bash rsyslogd sshd
pid = 8416 pid = 4338 pid = 3610
ps Vi sshfs

pid = 9298 pid = 9204 pid = 3673
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55— ixizinit

e CPU reset — FirmwarefUiEHIToIE8IR(ER S H VB - INEE—1THiE

> B—THENCZE T ERNERE, AAEFENRSZRAFTEMOFIRES

e INAENBTZE, BRIERSZIELTH ITHREXENEE, H ' EEaF S
AP &< (syscall) SiEHETNELE

> ZIERF#RRENEIEMESSE S, F—1TE/EH S, TENESEEWBES,
SENHERE 7

« TIEZFLA“ERI”B Cinit#iz
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Process Creation Process Exit

Scheduler suspends process

bvent ocoursy, 7 Process waits for event

Waiting

=R Fptid i
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R (FILTRLEM)

thread 2 Ilfe circle

Scheduler 1
Resuwmes "

thread 6 life circle

" Ready Runhing end

1 Thread yields
% Scheduler suspends thread j

Event oceurs “s_ . Process waits for event - Finished
new G, M !

Waiting

{ thread 1 life circle i

{  Process Exit

Pmce .'fff thread 5 life circle

ﬁ thread 3 life circle thread 4 life circle
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o ZIFZFHARR GRS HRIRIFRZIW, FBAMEHEZERERZIDIAE

> NIt A EAN?
- PCBHIRHIRESHIETHIE@FHIEPCB, MR HIER I 75 EPCBHE#[o]

K, ABAIZIEFTMBIEM— T EL"#MEFEREIANTE (Dangling pointers)

- BERIMBEEPCBE E BN AIHIZEH IR N EF 1#FE” (Zombie process)

- R#FEAAwatRGUARSEEIFHEZERRLEN (FHZRLAISHEENXH
2) MEERDINS, ENZBERZFHIZRIPCB



https://en.wikipedia.org/wiki/Zombie_process
https://man7.org/linux/man-pages/man2/waitid.2.html
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1 A2 B4 ap B HA

o BEHARESNPROBIELEZBEILPYwaitFHIZEN, ESn[EE FHTERIE
BRI T XNNFHiEEKEXiFEERN!

- AT CgEXIAERR) A& NI Li#EFE” (Orphan Process)

> linux1Linit#IZEFIEE X)) L iz, MMBETREXLEMN) LiHEHizZ&1E
A5 o] URPCB &R


https://en.wikipedia.org/wiki/Orphan_process
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o fork —HFZRIEIE
e execve —HEANT

o exit —HZAIMIPR
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fork R 431

» BIE—THR (F) #Hi2

- B IaHERENES (AfF. FFailg)

> FHRBENNXHES S BIRIAINRENTiork 2 [FIVIER
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HFz 1R B #FERIprocess ID,

- errmo =1R[EFHIRIREE (man fork)

#include <unistd.h>
pid t fork(void);
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forkBY91T 5

¢ ._LjiﬂﬁgiﬁﬂthﬁLﬁqu

ok ex = g2
ThE et = forkt):®
iflret = 0)!

Tﬁﬁﬁﬁﬁz ,D\E/Jﬁﬁgj;%)ﬂ\ // forksk

fprintf(stderr, "Fork failed\n");
relse if (ret == 0){
= = o O
- B—TFTHAEF Sy

printff'Child process id: >d,  and the valile of X 15 =d \n' peb. x):
relsed
[/ X iH=E
PCBEE/JL:,._,\ printf("Parent process id: %d, and the value of x is %d \n", ret, x);
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e AR, ARABMUTENNREEH] 7, PCBERIXR, WFTHRINGFiEIA
et —HE!

A HTE

char strlill] = H{0}: PCB — fdX —~_

int fd = open("test.txt", O _RDWR); YHEER

readlifd, str, 1):

ih o tiorkt) — 0] & fork() o
geize &t cnt = read(fd, st 9)e: faat tod
printtiiChildiprocess: %s\n', (char x)str): o0

} else { ( RisE
ssize t.ent = readifd:.. str, 9); i
printf('"Parent process: %s\n'", (char *x)str); PCB — fd=

¥ 44 30
close(fd): Ttz
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. SHHRR: —DIEEIRERAA R “SEEH

> NERABEBIIRIERF VT A INIAID]

> M 0 FHia%%= (0, 1, 2 75l=Z stdin, stdout, stderr)

> BB open BR1S; close B, dup El;

MA B ERIBEX RIS

pd P

> NTFEIRNXG, X{FEiR

#include <fcntl.h>
#include <sys/stat.h>

#1nclude <sys/types.h> | 0_RDONLY, O _WRONLY, or O RDWR
int open(const char xpathname, int &lags);
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o« B HIFFEXFHEFEARAENRE, SERERZAEEME, EXRFHIfork
5 fe VLI 2 5 240N
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\

> LU FiHFE 7 [B]fprocess idE B, #HFEHparent process idth EA B

- tEUl, ZEiERVIAIE#HTTOrkEY, — 1 EIEHRER, M EBforkiZiz

- (man 2 fork) The child process is created with a single thread —the one that
called fork().

o Posixtm/ES L T BB forkB 25545k EH IR /534

> BIFEHFZEID. SHFRILLIE. Bl 1THIES. THEBASISR



https://pubs.opengroup.org/onlinepubs/9699919799/functions/fork.html
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#include <unistd.h>
#include <stdio.h>

int main() {
pidet = forkl);
Dt ey = forlcl):
prinbil SaosdAns i v



https://github.com/aaronryank/fork-bomb
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e fork JI L EE? MHNGDIERESZD?

Ja.out line buffered

Ja.out | cat fully buffered

#include <unistd.h>
#inc lude <stdio.h>

iRt mainml) f
for (ipnb 1 =92 1 = 2 it4) &

-----------------------------------------------------------------------------------

Lo 3% “Hello\t” it
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« HTforkBUEET], — T EIRRIN AME AR KRG ATZE 2 IRER”

o FiHEE crash T, FoNIREEMNIT

> HL bug FIEEIEE— FMRERUER T (ELAIH )

> RX: Treating bugs as allergies--A safe method to survive software failures.
(SOSP'05, Best Paper Award)

Software Rollback Change Reexecute
Failure Environment/

Time Out

= Other Approaches

(e.g. whole program restart)


https://dl.acm.org/citation.cfm?id=1095833

9 School qf ﬂnwﬂigent Sofrware and Engineering

BEEMHS TIEF e ‘ ‘ I




e SRS TRYR
% ‘\5— School of Intelligent Soﬁ"ware and Engineerin




B+ 5 TiE= %
of Intelligent Software and Engi f “I

o B
:f"«fl ” School f ntellig ftw nd neerin

s RER, XFHIEANZEFNISIE, FHIEEECHIZE, tbilshellGlliE
HEAHAZAN 7 FEFEEE—"Tshell, ME“ME”FETRIRITXEFRITIZIT

> execveql I X ERN RS

- HZ# P, pathnameEMNH A HITXXEERRVIERE, argvidizHiT
FIEENZE (manR A EFZE) , envpEeHNiET=

#include <unistd.h>
int execve(const char xpathname, char xconst argv[], char *const envpl]);
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execvelJ1T

BN BT E B — N AT SRR SR IRTS

e NN#Ekpathnameig ERIAI AT (BURER. NIBER)
o EFYIRMHENTE
« PCBHEN EImMemory mappingsth =<2

o BFPCHFEEFXERFIHRITXEFABEEXXNWAOR, ZAORKRZSERAmMaink izl

A successful call to execve does not have a return value because the new process image overlays the calling process image
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 BIE—THFINFHIZENAESSE

#include <unistd.h> o A
#include <stdio.h> — 1 iE ZsheliR SIS

#include <sys/wait.h>
#include <sys/types.h>

extern char *xxenviron; //environment variables of current process
while(1){
type_prompt(); // display prompt on the screen
read_command(&filename, &parameters); //read the input command
int pid = forkd):
it ipid —— —1)
penrellSrorky);
¥ else if (pid ==0) { /7 Child
(execve(filename, parameters, environ); )
} else {
1INt status; //. Parent
waitpid(pid, &status, 0);

libcHJexecvp R EEfilenameflparameters
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» execve N RINEZPCBHRRIN FHmdd, AEFTHBIXIFHERA T ERIRITT T
» XEXRAIE

> tbullshel E A S0 EIZTT BN FRFE S TE B TERN 2R im (4% 7% 1 stdoutFf5 [a] BN
fH[E] AYtty)

> [CUEEHISEI
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Parent Process

e

. BRI

w: fd[1]
> HiEE/5EEHRE
- -I;:’k . EIZ?% I’ead Parent Process

Child Process

- 5O: X iFwrite

w: fd[1]
« EREE: int pipe(int pipefd[2));
> IR[E] R XA TR IR R Parent P |
arent Process 0 [O]S;

_ Child Process

- w: fd[1]

i
S
NT|
]
)i

gibtax =3 CILNE

w: fd[1]

- forkBY, X#FHFEXFEO, FHEXFEOQ

close



e EeEMHS 112k
) Sch 1

, ool o ﬂnw[ﬁgent Software and Engineering ‘ ‘ I

PCBRHY X (i - lJe?

o (BUIRZAHZFTH T —1TEENE, EH= Ilﬂiﬁ—/\dﬁ}" AfileZZ
S|, {B{REFHIZEE TENHUZET 8], ELEEER SO IR 5 X N EI’Jflle
TEthxB 7T, WHNiRIT/EcloselX X471 !

g \5‘( }ﬁmﬁﬂ’]/ﬂlﬁi, él?jilz‘tzﬁ}?\ (PCB) %B/\Bﬁ%lﬂ:*EE/]égﬂ: ,g
# B, {BEziTHEdRER —EERAIMFE

» ] ATE Rl Z SR Hn—"1N %I FD CLOEXEC: close on exec
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Child Process

» NAERAITROME

» (FFH env .(p S B E

- PATH: RIHITH R ERE

- PWD: SFIK1Z

- HOME: home H3x

- LANG: HENE=ERIL

> exportA] A E MR L =25 F #HTE
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i E_,' i 2 &l (Copy-On-Write, COW)

o forkfgEfFFIEFexecveXiNz iz, ABAforkAITIZRNENG?

. B, BEMorkitEXATMAE HARMRN—), BANRIRN
i of

- BEERFERERI1EMN(read-only), tERIIEER. HEIEE(libc), 1XLEESZ
FE il

- tE5h, Bl Texecve=INEFIAIRAIIT S, EEMUZ ), KL, Z
BINAEFREINSTEESEENX
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i E_,' i 2 &l (Copy-On-Write, COW)

o XWTABERINZNAEF, Afllaed 7 —TERBENST: SN
> IR T EERXZE— 10 1)IERNE

> RES—THEESNESEXTYEAFNT=ELEEYERNFFRER—11
B NARGX T EERS

> g, SECNAFE—T"HFTSEH, ARXEAEN?

- X THEZENAFARE, —BRESRIERRENRE X
ARZ, BIFRFIRAXE—1TCOWES, EflAF!
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S i &5 1l (Copy-On-Write, COW)

AL ZS (5]

YIEATF

HAEBIhIE ZS (8]

AL ZS (5] VI ATF HAEBIhIEZS (8]
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POSiX_spawn#z[]

e pPOSIXTEN T BIZEHTZEAAPI: posix_spawn: ZEE7T (fork+execve)

> pid: IR[EIFHIES

> path: FI 1T

> file_actions: open, close, dup

> attrp: 5. HREHZFEFR

> argv, envp: [g) execve

#include <spawn.h>

int posix_spawn(pid_t xpid, char xpath,
posix spawn Tile actions t *xfTile actions,
posix_spawnattr_t xattrp,
char x argv[]l, char x envpll);
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AR m Al

o [RrEIEHZEIN, HIELFEEBRRIL: BEEMAAEFSZE (BFEBKX.
W, %), XTEUEFERTVERRM

> AANBEEXTSRMERIEAGTHRLRN, KERIFAZR, HIEME—
EBIELR, RBEZRIEMEE (CPURSMTRYIAITEIE-ITRTEER)

e Linux/, #HIE—AKB5M IR DL

- [FEIRE . Mmaink®E#0R ], BB EKREexit, A _exit
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e void exit(int status) ECIMEERZ, tCEmE AIHIZRDKRE

- f@Fatexit () EMEL; FERITTMEEERFLLENATE S
I, (atexit ()RS HLEMAEE, BEIRES THIREER)

> XHIFTE T ARYA(stdio), XIFSEE PIAE R /FRYMIL
> FSBRFTA RY I AT S5

» A exit()REZRILHFE

#include <stdlib.h>

void exit(int status): The exit () function never returns
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return from main ()

» MmainRZLR[EE & E WRZRIEHT

» mainXR EAYIR BB F]E Aexit)RYE NS ENint status2[EITFERNIE X

> OEREENSTEAZIE, JFORREDI 1 HIRLZ 1L

#include <stdlib.h>

int main(int argc, char xkargv) { RZHmiFR XM mainf R [EESXMU F XA
il ) o1 void start(void) {
return EXIT FAILURE;
}

exit(main(argc, argv));

return EXIT SUCCESS; +
}
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exit ()

e FIERTXMTIHENXGFIEAFE KA
o B ZARENFHRZE SMiIntHIZIEE
o MZHIENARIHIZELRIZSIGCHLDES, BHMRRHIEHERAIF

 I5: exit\R=RIEHEINZIE, Blibcffl ¥ —FEwrapper, ESLESLIEH
exit_group(), X[FFFBZ%IE

Ei1ZEAsyscall(SYS_exit, 0);A] LAL: D iXNwrapper

#1nclude <unistd.h>
void _exit(int status);
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e abort\RBHRASSHNARTFERIE
> atexity VR ENA = A
> iCNﬂL;F?”\;éﬂji

,JEi§dﬂ4§§@§Ji:

- I~ =#ignorels

#include <stdlib.h>
void abort(void):
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o LInUXIRTERGIRE T M bl@iHEEAE T ETEHEINS: 5 (Signal) , £ ~E/H A
FsingalR1BE/8, tAEN“ES=" (Semaphore) JB/&

o HAR EEXNHPRIIIEI, 8€kill -1 AIUAEEZEZ/M5S, man 7 signalBE&ESHEMRGE

iji]

> REFEDHETE

ziE, BREFREEBRIAALE (MAREERNLSHIRIFARAZEHILE

L
N

Interrupts/Exceptions Signals
eHardware-defined Interrupts & exceptions eKernel-defined signals
eInterrupt vector for handlers (kernel) eHandlers (user)
eInterrupt stack (kernel) eSignal stack (user)

eInterrupt masking (kernel) eSignal masking (user)
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User-level  op|, registers defined
| Process - functions
TR
while(..):'{"é”- handler () _;
Vi e
}
| } User Exception|
| Stack
i User Stack
<.

Before exception event

After received an signal

L User-level . User-level |
CPU reqgisters : |
process J deflr)ed
| functions
FOG {» :
Vil ? handler () {

Suie el . B
v v }

} \ : ,
. :User Exception|
| : Stack
| User Stack “>

Otthers
EELACS
CS:-EIP
S PESE

d
5

; }
)

| User Stack

e ek

J

<...Z

Signal handling ends and get back to
previous instructions
Note: default signal handler normally
directly terminates the process

i

|

{

User-level — 5p| registers defined
| Process - functions
| , - handler ()

Wit sbedl s |

User Exception]
Stack '
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(Signal)

» signallRZ{r] UEAHE SRR ER, REBEABNAE SR ENZENA]

> handleriz ASIG_IGNRI R R AKX T™MES, Lol
signal(SIGCHLD,SIG_IGN) fiR R ZAMRiEFiATZNR I ES, LI Fi#FE
SR=HIEAZTZEER (MARSTZRNEFH#HIZ, AEEHREIUL)

> handlerix 9SIG_DFLAY =K FAlInuxEATARI IR BR £X

#include <signal.h>
signal(SIGNAL_NUMBER, handler);
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) ot o nigns Sefovareand Ergieing
— = -
== (Signal)

» 5 7ESUH, AIUERRZFIRIRIE:

> EEWlsignal(SIGCHLD, handler), ®]LAfEhandler2#{Twait, MAZEEmain
PR £ BB wait/waitpid M T FE ZEAQ IHFE

> B tEalsignal(SIGIO, handler)r] AR ZFFI/05ERL, PIASGEEMSEE, WX
YA TR SRR RN BIEEm T, SASIGIONSY, el BAdE I []1E K
Z¥handler3 4 E

o SEHE—FMHFIZEES (Inter-Process Communication, IPC) BI#&I2Z—

> WIMEBRERIRIE. HENF. BES
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o HARERIMIES . FEanE R

e = NEEWRSIHAfork, exec. exit
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» [OSTEP] 53, 4, 5%
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